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Part 1

Context

This guidance is aimed at clinicians who are consulting remotely with patients through a digital
channel (e.g. online, email, text, video-link) across healthcare settings in England. We expect the
key principles in this document to be generalisable across the UK.

The COVID-19 pandemic has accelerated the adoption and utilisation of online and video
consultations as part of core clinical practice. This guide focuses on how to safely manage the
receipt, storage and use of intimate images taken by patients for clinical purposes.

The receipt and use of intimate images of adults and children must be guided by the principle of
the interests of the patient. The approach to video consulting, image sharing, and storage should
be the same as it would be for face to face interactions.

The principles described in this guidance aim to support patients to access care in a way that
meets their needs and to support clinicians to provide care in a way that is in the best interests
of their patients, whilst protecting both from the risks associated with remote intimate
assessments.

This document does not cover peer review or teaching?. It does not include
patient or carer facing guidancel. It does not provide guidance for staff working
within the care sector.

Definition of an intimate image'

Intimate examinations can be embarrassing or distressing for patients and whenever you
examine a patient you should be sensitive to what they may think of as intimate. This is likely to
include examinations of breasts, genitalia and the perianal area, but could also include any
examination the patient perceives as intimate. Be aware of cultural and religious differences in
perception.

For the purpose of this guidance an image includes but is not limited to photographs, live-stream
video, video recordings and screenshots.

1 https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/intimate-examinations-and-
chaperones



https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/intimate-examinations-and-chaperones
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/intimate-examinations-and-chaperones

Part 2

Key Principles

1. Protect patients

Patient information and safeguarding

Provide information to patients that is clear, easy to read and accessible?. Make the information
available where patients are most likely to see it (e.g. organisation website, within the
online/video product, a link within a SMS or an online message to the patient where it has been
determined that an intimate examination might be necessary) to inform them about their
choices. It should be made clear to the patient how important it is to read the information and
discuss any questions or concerns with the clinician prior to sending an image. It is important to
ensure there are routes to support non-digital users and that patients are aware of these. This
information should cover:

e that the patient should not send an intimate image without prior communication with the
clinician

e what is going to happen to the image(s) once received and the options available to the
patient. An image should only be stored if this is what you would do in a face to face
consultation

e guidance on a code of conduct

e advice on proportionate image sharing and the safe transfer of images (and any
limitations of the IT system they are using®)

e guidance for parents sending photos of their child

e information on patients’ rights in how their personal data is processed under the General
Data Protection Regulation (GDPR) and the Data Protection Act (2018) as detailed in
your organisation’s privacy policy. Ensure that your privacy notice refers to the relevant
legal grounds for processing of their personal data, is clear, open and honest with people
about how and why their personal data will be used and reflects the use of online and
video consultations. The information must be easily accessible and easy to understand.

Review and update your data protection impact assessment (DPIA), your clinical safety risk
standard (DCB0160), chaperone and safeguarding policies to include remote consultations.
e Ensure the roles and responsibilities for clinicians and staff who have access to patients’
intimate images are clear

2 The Royal College of General Practitioners (RCGP) and the Royal College of Paediatrics and Child Health
(RCPCH) will be leading the development of separate guidance for patients, parents and carers in due
course.

3 Inform patients that transmission by email of any image would not be secure unless encrypted from end-
to-end, even if they send it to an official nhs.net email address.


https://www.changepeople.org/getmedia/923a6399-c13f-418c-bb29-051413f7e3a3/How-to-make-info-accessible-guide-2016-Final
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/information-governance-alliance-iga/general-data-protection-regulation-gdpr-guidance
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/information-governance-alliance-iga/general-data-protection-regulation-gdpr-guidance

e Ensure the operational pathway for clinicians and staff handling patients’ intimate images
is clearly defined

e  Where a commissioner has procured an online/video product on your behalf, they will
support you with clinical risk safety assessment (DCB0160)

Remain professionally curious and vigilant

e Consider safeguarding issues and whether you can explore these fully via a remote
consultation. If you have safeguarding concerns at any stage, you should convert a
remote consultation to a face-to-face assessment, unless there are compelling reasons
why that cannot happen, and follow existing child and adult protection referral pathways

e Clinicians should remain alert to who has taken the image, particularly if the patient is
under 18 years old or is a vulnerable person

e Consider the knowledge you have about the individual, and any risks you think may exist
between family members/carers and within the care environment

2. Necessity

Carefully consider whether a remote intimate assessment is clinically necessary to provide care
or reach a diagnosis in circumstances where it is not reasonable or appropriate to examine the
patient in person, taking into account patient choice.

You must be satisfied that the image or remote examination is necessary and justified, will be of
benefit to the patient and is in their best interests. Use your clinical judgement and assess
patients on a case by case basis.

Given the complexities of implementation at a local level these principles should be localised
within each healthcare organisation and for each speciality.

Consider:

e how your actions will change your clinical management

e whether the patient feels comfortable with a remote intimate assessment (including
concerns about security or privacy) or whether they would prefer a face-to-face
examination

e the limitations of a remote assessment, whether it is likely to provide sufficient
information to make the clinical judgement in question or whether you will need to
undertake a more extensive assessment of the patient

e the most appropriate remote modality for assessment, for example, a photograph will
often provide better resolution than a video consultation

e arisk-benefit evaluation of being able to receive and handle photographs securely versus
using a video link; the potential psychological stress and anxiety for patients associated
with storing an intimate image in their clinical record versus whether not storing a


https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems

particular image may make it retrospectively more difficult to understand the advice you
gave and the treatment recommended

e the risk of coercion and safeguarding risk in young people and vulnerable people. Be alert
to the patient’s psychosocial context

e the trade-off for a patient between attending in person and staying at home, where the
advantages of remote consulting may outweigh limitations for some patients during the
COVID-19 pandemic

e for sexual health conditions, a remote intimate assessment with a young person under 16
or a vulnerable person should only be undertaken in exceptional circumstances, if this is
via a video consultation this should be with an appropriately trained chaperone present.

3. Informed consent

In the circumstances described within this guidance, health and care staff will rely upon public
task/official authority (Article 6 1 e of GDPR) and/or provision of care and treatment to an
individual (Article 9 2 h of GDPR) as the primary basis for using and accessing confidential
patient information. Consent, as described below, should not be confused with an individual right
in Data Protection law (clinicians are not expected to be relying on consent for the processing of
the images which constitute special category data for GDPR purposes. Alternative grounds for
processing under GDPR, such as processing being necessary for medical diagnosis, are available).

The General Medical Council (GMC) and Nursing and Midwifery Council (NMC) advise that
informed consent to receive and store the patient's image is necessary, irrespective of whether it
is your idea or the patient's.*

The decision to store an intimate image in the patient’s clinical record must be justifiable and
transparent, and you should only store the image if this is what you would do in a face to face
consultation. The remote consultation should be recorded in the same way as you would record
a face to face examination by describing the findings in the notes and explaining the advice
given. There must be clear justification for the need to store an intimate image in the clinical
record. If the patient does not agree to retention of the image this should not automatically
preclude the patient from being able to continue with a remote assessment where this is
appropriate (without their image being retained). Alternative options for examination, such as a
face to face examination, should also be offered to the patient.

The process of obtaining and documenting consent should include explaining:
e why an image will help in providing clinical care

4 https://www.rcn.org.uk/professional-development/publications/rcn-remote-consultations-guidance-
under-covid-19-restrictions-pub-009256



https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/consent/part-2-making-decisions-about-investigations-and-treatment
https://ico.org.uk/your-data-matters/
https://ico.org.uk/your-data-matters/
https://www.gmc-uk.org/-/media/documents/making-and-using-visual-and-audio-recordings-of-patients_pdf-58838365.pdf?la=en&hash=682AF2947E542A4B1882563CA71181D011DB06FE
https://www.nmc.org.uk/globalassets/sitedocuments/other-publications/high-level-principles-for-remote-prescribing-.pdf
https://www.rcn.org.uk/professional-development/publications/rcn-remote-consultations-guidance-under-covid-19-restrictions-pub-009256
https://www.rcn.org.uk/professional-development/publications/rcn-remote-consultations-guidance-under-covid-19-restrictions-pub-009256

e the different options for assessment available to a patient and the associated limitations
and risks, including the option to have a face to face examination

e who will see the image e.g. other healthcare professionals involved in the patient’s direct
care (this may include administrative staff triaging the online consultation, explaining they
are bound by the same duty of confidentiality as clinicians)

e how it will be used (i.e. for direct care purposes and that it won't be used for any other
purpose without the patient’s express permission)

e whether the image will be stored and why, if stored how and where it will be stored and
how long it will be stored for®

e be clear they should not share an intimate image if they do not feel comfortable or feel
under pressure and provide information on alternative options for examination. It is
important the patient understands refusal to share an image does not prevent them from
accessing care and treatment or result in them receiving an inferior standard of care

e detail in your fair processing notice how storage and deletion of an image is managed by
the IT system(s) you use, commissioners should support you with this.

o where an image has been saved in the clinical record system and a decision is
made to ‘delete’ it following review, the image will not be visible to those viewing
the patient’s clinical record but may be kept by the clinical IT system for audit trail
purposes with restricted access. To permanently delete the image, the
practitioner needs to mark the section of the record for permanent deletion and
seek approval from their Caldicott guardian®

o where a decision has been made to discard the image upon receipt and not save it
in the clinical record system, the IT system (e.g. online, video or communication
system) used to share the image should not continue to retain it. The
commissioner should ensure suppliers are instructed on this matter in their
contract.’

Where an intimate image has been sent to a clinician without prior discussion, the clinician must
go back to the patient or someone with the legal authority to act on the patient’s behalf for
healthcare decisions to confirm the patient’s capacity to give consent and confirm the patient’s

5> https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-
governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-
of-practice-for-health-and-social-care-2016

6 The Caldicott Guardian is a senior person tasked to ensure that the personal information about those
who use an organisation’s services is used legally, ethically and appropriately, and that confidentiality is
maintained. The Caldicott Guardian should apply the seven principles when approving the deletion of an
image from the clinical records. The Caldicott Guardian could be someone internal to your organisation or
someone appointed externally.

7 If a commissioner or organisation is using a system that sits on the Digital Care Services (GP IT Futures)
or Dynamic Purchasing System for Online Consultation frameworks, these suppliers will be instructed
nationally. For further clarification contact NHS Digital.



https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-management-code-of-practice-for-health-and-social-care-2016
https://www.ukcgc.uk/manual/principles

consent. If the patient does not have the relevant capacity, strongly consider if there are wider
safeguarding concerns.

Use your professional judgement on how you provide patients with the above information in a
way that they can understand, so they can make an informed decision about whether or not to
go ahead. Consent does not need to be written.

Check whether patients have understood the information they have been given, and whether or
not they would like more information before making a decision. For true consent to be given,
patients must feel comfortable to decline consent and find it easy to do so.

Children

The approach to video consulting and image sharing should be the same as it would be for face
to face interactions, assessing the ability to make the decision using the principles of Gillick
Competence.

Where a young person under 16 years old has requested care by sending an online request or
using a video consultation, clinicians should determine whether the patient is capable of giving
informed consent to medical treatment without the knowledge or permission of their parents
and whether this is in their best interests. Follow the principles set out by the GMC when
assessing a young person’s competence to consent and for shared decision making.

Encourage young people to involve their parents (or legal guardian) in decision making and
where possible obtain consent from both the child and person with parental responsibility.

Where a child lacks competence to make a decision about a remote assessment, you will need
the permission of someone with parental responsibility (or delegated parental responsibility)
unless it is not in the child’s best interest, in short, you should apply the same principles used in
face-to-face practice.

Where children lack the competence to consent to sharing an intimate image or to examination,
still consider the voice of the child. They should have as much involvement and say in their care
as possible. Where the image is being shared by a parent, advise parents wherever possible to
talk directly to their child and explain why the image is required and ask if it is acceptable first. As
a general rule, the child’s expressed wishes should be respected. If a child is the subject of a
video consultation make sure you speak to them and that you do not just talk to the adult(s). If
you judge that the child does not want to proceed then you must consider alternative options.
Consider very carefully whether it is necessary to overrule the child’s wishes, this should only be
done in exceptional circumstances taking into account the child’s developmental level and the
type of image.



https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/0-18-years/making-decisions#paragraph-24
https://www.legislation.gov.uk/ukpga/1989/41/section/2
https://www.legislation.gov.uk/ukpga/1989/41/section/3
https://www.gmc-uk.org/ethical-guidance/ethical-guidance-for-doctors/0-18-years/communication

People aged 16 and over

The principles of the Mental Capacity Act 2005 must be followed. If the patient lacks the
relevant capacity you must be satisfied that the image or examination is in their best interests
and have regard to whether the purpose for which it is needed can be achieved in a way that is
less restrictive. In most cases the best interest’s decision maker will be the person receiving the
image or carrying out the examination. In this situation, it is important to remember that there
may be someone who has legal authority to act on the patient’s behalf in healthcare decisions
and if their authority includes the procedures being proposed, their consent should be sought.
Again, you should only store the image if this is what you would do in a face to face consultation
and this must be justified and transparent and comply with your organisation’s policy for
managing patient data (which should be in accordance with the Data Protection Act 2018 and
GDPR).

If the patient (adult or child) is the subject of a video consultation, you should have an
appropriately trained chaperone for any situation where you would do so in a face to face
consultation, with extra consideration given if the patient is a vulnerable person or where a
decision to proceed with an examination is made in the patient’s best interests.

Family carers and care service staff

It is important to consider the appropriateness of asking for an image where this may involve
physical touching of an intimate area by a care worker(s) or carer and have regard to whether the
purpose for which it is needed can be achieved in a way that is less restrictive.

There is currently no national guidance or training to support care home and domiciliary care
staff in taking and sending intimate images safely and securely on behalf of the patient. Until
guidance and policy has been agreed with your local social care partners you should not make
request of carer workers to undertake this function. It is important care workers do not feel
uncomfortable or under pressure to undertake this function, that they are aware of alternative
options for examination of the patient and that they understand it will not result in the patient
receiving an inferior standard of care.®

Where there are clear local agreements and policies between social care and health, and an
agreement has been made for a member of staff within a care home or domiciliary care service
to be able to take an intimate image, practitioners should consider:

e whether there are exceptional reasons why a face to face visit cannot happen or why
a remote examination is of benefit to the patient

e the knowledge they have about the individual and the provider

e any risks they think may exist to people receiving a service

8 The Department of Health and Social Care are looking into equivalent care sector guidance on image
sharing


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/497253/Mental-capacity-act-code-of-practice.pdf
https://www.legislation.gov.uk/ukpga/2005/9/section/2
https://www.legislation.gov.uk/ukpga/2005/9/section/2

e the trauma that may be caused by the taking of an intimate image by another person
as well as a history of previous trauma

e the access to secure IT systems/devices and protocols for taking and safely
transferring images available to care workers. A personal device must not be used

e the availability of suitably trained chaperones and care workers to undertake this
function, and that have responsibility to ensure images are correctly handled and
communicated

e whether appropriate insurance is in place by the care provider

e the differences in support available depending on the type of care environment e.g.
nursing home versus residential care home

Practitioners should also bear in mind their safeguarding duty.

If the patient needs a family carer to take the image, for example because they require physical
assistance, follow the principles for informed consent outlined above and confirm the patient’s
consent for their carer to take the image. Use your professional judgement about whether the
carer is competent and comfortable to undertake this function, the impact on the patient’s
dignity and whether this places an unreasonable burden on the carer.

4. Confirm the patient’s identity

As far as is reasonably possible and act in good faith.

5. Processing and storing intimate images

The approach to storing images should be the same as it would be for face to face interactions.

Comply with your organisational policy for managing patient data (which should be in
accordance with the Data Protection Act 2018 and GDPR).?

Use products and systems to receive, store and send images that have been assured and meet
NHS safety, security and information governance standards.

It is permissible for clinicians to transfer or access intimate images securely when it is in the
patient's best interests to seek another, often more experienced, clinical opinion.

e Where possible the patient’s identity should be anonymised and the patient should be

? Qutside primary care please also refer to the joint RCPCH/FFLM guidance which covers procedures
relating to all intimate images not just those taken for the purposes of forensic investigation

10



asked for consent to a second opinion being sought.

e Ensure transfer or access is safely undertaken in accordance with secure IT systems and
local organisational policy.

e Clinicians should also be expected to confirm with the prospective recipient that they do
not object to receiving the images. Any such actions should be carefully documented in
the patient’s notes.

Still images

Use professional judgement to decide whether the image is necessary to the provision of care of
the patient and if so, whether a written description of the image will suffice or whether the
image should be stored in the patient’s clinical record.

You should only store an image if this is what you would do in a face to face consultation, with
extra consideration given to the justification for storing images of a child.

Where images are sent to a secure NHS email account, delete the email and image from the
account once uploaded into the patient’s health and care record. Ensure the image has been
deleted from the device on which it is viewed.

Where known, do not open an intimate image sent to you by email on your mobile phone or
personal device (to avoid any risk of the image being stored on your phone and/or elsewhere,
such as iCloud).

Ensure that protocols are in place to make sure that images are deleted appropriately. Do not
store personal/confidential patient information on a personal device.

In some clinical settings, administrative staff managing workflow are legitimately likely to see
incoming images (particularly photographs) attached to an online request from the patient;
administrative staff should pass these to the clinician. Ensure roles and responsibilities for safe
image handling are clear to all staff. Depending on the clinical setting, where appropriate,
organisations should consider role-based access controls.

During COVID-19, the NHS* information governance team have released guidance stating you
can use your own devices to support video conferencing for consultations and home working
where there is no practical alternative. Reasonable steps to ensure that using your own devices
are safe include setting a strong password, using secure channels to communicate (e.g.
tools/apps that use encryption), not storing personal/confidential patient information on the
device, unless absolutely necessary, and that the appropriate security is in place. These steps
should be communicated to the patient. Information should be safely transferred to the
appropriate health and care record as soon as practical and the original deleted.©

10 https://www.nhsx.nhs.uk/covid-19-response/data-and-information-governance/information-
governance/covid-19-information-governance-advice-health-and-care-professionals/

11
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Video consultations

Do not record the video or audio of the consultation or take a screenshot unless there is a
specific reason to do so, and there is informed consent from the patient or someone with the
legal authority to act on the patient’s behalf for healthcare decisions.

e Document these discussions and decisions in the patient’s clinical record. If recording,
confirm when the recording starts and stops.

e Explicitly check with the supplier if the product audio and/or video records and stores
the consultation as a default (your commissioner should do this on your behalf) and if so,
turn this setting off.

Intimate examinations via a video consultation!

6.

If you proceed with an examination that the patient is likely to perceive to be intimate via video-
link be mindful of the following issues:

e the principles set out in the GMC guidance entitled intimate examinations and
chaperones.

e the sensitive nature of the examination and the examination setting (for example,
traditionally it is unusual for a clinician to undertake an examination in this way, the
patient may want to relocate to another room if there are other family members in the
vicinity). It is therefore important to ensure the consent of the patient is tailored to the
specific circumstances of the remote examination

e the need for privacy around the practitioner’s screen to ensure that no one can view or
overhear the call without the consent of the patient (this may require sensitive handling if
an interpreter is involved in the call e.g. asking them to switch off their camera or leave
the room)

e with the consent of the patient (or someone who has the legal authority to act on the
patient’s behalf for healthcare decisions), or where a decision to proceed with an
examination is made in the patient’s best interests, you should have an appropriately
trained chaperone present for any situation where you would do so in a face to face
consultation

e achaperone could be present with the practitioner (either virtually or in the same room)
and could witness the nature and extent of the video examination that was undertaken.
The chaperone should be visible to the patient. The chaperone should be appropriately
trained (consider whether the chaperone is competent and comfortable with conducting
their role in these circumstances and use your professional judgement). Their role, in this

11 https://www.england.nhs.uk/coronavirus/wp-content/uploads/sites/52/2020/03/C0479-principles-of-
safe-video-consulting-in-general-practice-updated-29-may.pdf

12
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context, is to ensure the nature and extent of the assessment are appropriate and to
protect the patient and practitioner from any suggestion the examination was
inappropriate

e a family member of the patient is not an impartial observer and so would not usually be a
suitable chaperone, but you should comply with a reasonable request to have such a
person present as well as a chaperone

e if a chaperone is not available (for example because you are remote working) or declined
by the patient, use your professional judgement and carefully consider whether a remote
examination method should proceed

e if itis not possible to adequately assess a patient’s condition in this way clinicians should
consider if a face to face consultation to examine the patient is necessary, or signpost to
other services where appropriate

e be aware that patients or their relatives may record the video consultation. If you are
concerned about how the recording may be used carefully consider whether a remote
examination method should proceed

7. Good record keeping

Make clear, contemporaneous and complete written records in the patient’s clinical record, as
you would in a standard consultation. Follow GMC guidance on good medical record keeping.

e Record who was present for the consultation and/or who has taken the image and their
relationship to the patient

e Record information given to the patient, discussions and decisions about capacity,
consent and best interest decision making

e Ensure your clinical justification for examination and non-examination is clear

e Thoroughly document your justification for proceeding with an intimate examination
remotely and your decision for storing or not storing an image in the patient’s clinical
record

e Make sure information that may be relevant to keeping a child, young person or
vulnerable adult safe is available to other clinicians providing care to the patient

e Document whether or not a chaperone was offered and either declined or was present at
the consultation. If a chaperone was present, you should record their identity, including
their designation and the extent of the assessment witnessed, for example ‘present for
the complete video-linked assessment’, and where the chaperone was located both at the
patient and clinician end
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8. Receiving an intimate image of a child (a person who is under 18)

Criminal acquisition and misuse of such images must be recognised as a risk.

The law considers the following:

e whether the image is ‘indecent’ and;

e whether there is the defence of a ‘legitimate reason’ or;

e whether there is a ‘lack of awareness’ of the nature and content of the image and how
this image is handled by the clinician, for example, if a patient sends an unsolicited

intimate image

Where an intimate image is taken and shared for clinical purposes with a healthcare professional,
provided that informed consent and appropriate clinical judgements have been made and

recorded, patients (parents or legal guardians) and clinicians should not be deterred from
collecting information that is clinically necessary to provide care or reach a diagnosis.

Where available, clinicians should read information and guidance that has been issued by their
professional regulatory or specialty organisation and medical defence organisation (MDO).
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